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Abstract
Cloud based machine learning inference is an
emerging paradigm where users share their data
with a service provider. Due to increased con-
cerns over data privacy, several recent works have
proposed using Adversarial Representation Learn-
ing (ARL) to learn a privacy-preserving encoding
of sensitive user data before it is shared with an
untrusted service provider. Traditionally, the pri-
vacy of these encodings is evaluated empirically
as they lack formal guarantees. In this work, we
develop a framework that provides formal privacy
guarantees for an arbitrarily trained neural net-
work by linking its local Lipschitz constant with
its local sensitivity. To use local sensitivity for
guaranteeing privacy, we extend the Propose-Test-
Release (PTR) framework to make it compatible
and tractable for neural network based queries.
We verify the efficacy of our framework on real
world datasets, and elucidate the role of ARL in
improving the privacy-utility tradeoff.

1. Introduction
The ethical and regulatory concerns around data privacy
have become increasingly important with the adoption of
machine learning (ML) across various sectors such as health,
finance, and mobility. Although training ML models pri-
vately has seen tremendous progress (Abadi et al., 2016;
Papernot et al., 2016; Du et al., 2021; Papernot et al., 2018;
Jordon et al., 2018) in the last few years, protecting privacy
during the inference phase is a challenge as these models get
deployed by cloud based service providers for ML as a Ser-
vice (MLaaS). Cryptographic techniques (Ohrimenko et al.,
2016; Knott et al., 2021; Mishra et al., 2020; Juvekar et al.,
2018) address this challenge by performing computation
over encrypted data. However, to combat the high com-
putational cost of encryption techniques, alternative works
have used ARL to suppress task irrelevant information from
data. While ARL based techniques have shown promising
empirical results, they lack formal privacy guarantees over
obfuscated representations due to their use of Deep Neu-
ral Networks (DNNs) for achieving privacy. In this work,

we propose a posthoc-privacy framework that provides for-
mal privacy guarantees for samples queried over arbitrarily
trained (including ARL) DNNs.

The key aspect of an ARL algorithm is an obfuscator which
is trained to encode a user’s private data such that an attacker
can not recover the original data from its encoding. So far,
providing formal privacy guarantees for an obfuscator has
remained infeasible due to the non-convexity of the train-
ing objective of DNNs. In this work, we take a posthoc
approach to guaranteeing privacy, where the privacy of data
is evaluated after the obfuscator is learned. Because the
obfuscator is trained to be non-invertible, we hypothesize
that the obfuscator network should act as a contractive map-
ping, and hence, increase the stability of the function in its
local neighborhood, i.e., reduce sensitivity. Therefore, we
measure the stability of an adversarially learned obfuscator
neural network, using Lipschitz constants, and link it with
existing formal privacy frameworks. To exactly compute
the local Lipschitz constant of non-linear (ReLU) DNNs,
we use LipMip (Jordan & Dimakis, 2020), a mixed-integer
programming based technique, and re-formulate the ARL
pipeline to ensure the computational feasibility of calculat-
ing the Lipschitz constant. To draw a connection between
the local Lipschitz constant and reconstruction privacy, we
introduce a privacy definition that is a specific instantia-
tion of a general dχ-privacy framework (Chatzikokolakis
et al., 2013). Instead of evaluating the global Lipschitz con-
stant of DNNs, we evaluate the Lipschitz constant only in
the local neighborhood of the user’s sensitive data. We ex-
tend the Propose-Test-Release (PTR) (Dwork & Lei, 2009)
framework to formalize our local neighborhood based mea-
surement of the Lipschitz constant.

The scope of our paper is to provide formal guarantees
against reconstruction attacks for existing ARL techniques,
i.e., our goal is not to develop a new ARL technique but
rather to develop a formal privacy framework compatible
with existing ARL techniques. A Majority of the ARL tech-
niques protect either a sensitive attribute or the sensitive
input. We only consider sensitive input in this work. We
adopt a different threat model from that of traditional differ-
ential privacy (DP) (Dwork et al., 2014) due to its restrictive
constraint on outcome indistinguishability (Dwork et al.,
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2021). We relax this constraint to preserve discrimination
among data points for more accurate classification. Our
threat model for the reconstruction attack is motivated by
cases where a user may be willing to disclose coarse-grained
information about their data but wants to prevent leakage of
fine-grained information. Currently ARL techniques evalu-
ate their privacy by empirically measuring the information
leakage using a proxy adversary. Existing works (Srivastava
et al., 2019; Guo et al., 2021; Singh et al., 2021) show that
a proxy adversary’s performance as a measure of protection
could be unreliable. Some of the existing ARL techniques
have used theoretical tools (Hamm, 2017; Zhao et al., 2020b;
Basciftci et al., 2016; Zhao et al., 2020a; Wang et al., 2017;
Bertran et al., 2019; Mireshghallah et al., 2021) for infor-
mation leakage. However, most of these works analyze
specific obfuscation techniques and lack formal privacy def-
initions. In contrast, our work is agnostic to the design of
the obfuscator as long as it is differentiable.

In Sec 2 we begin with the preliminaries of DP and its
variant for metric spaces and motivate our ML inference
setup to introduce our privacy definition in Sec 2.1. Next,
we construct our posthoc framework by extending PTR and
proving its privacy guarantees in Sec 3. In Sec 4 we evaluate
efficacy of our framework. Finally, we compare similarities
and differences with existing related works in Sec A. Our
contributions can be summarized as follows:

• We formalize reconstruction in private inference by
introducing (ϵ, δ,R)-neighborhood privacy.

• We extend the PTR framework to make it tractable for
neural network based queries. Our extension bridges
the gap between formal privacy frameworks and em-
pirical techniques in private ML inference.

• We perform extensive experimental analysis on ARL
techniques and provide insight into how ARL improves
the privacy-utility tradeoff by reducing the local sensi-
tivity of DNNs.

2. Privacy Definition
Differential privacy (DP) (Dwork et al., 2014) is a widely
used framework for answering a query, f , on a dataset x ∈ χ

by applying a mechanismM(·) such that the probability
distribution of the output of the mechanism M(f(x)) is
similar regardless the presence or absence of any individual
in the dataset x. More formally, M satisfies (ϵ, δ)-DP if
∀x,x′ ∈ χ such that dH(x,x′) ≤ 1, and for all (measur-
able) output S over the range ofM

P(M(f(x)) ∈ S) ≤ eϵP(M(f(x′)) ∈ S) + δ,

where dH is the hamming distance. This definition is based
on a trusted central server model, where a trusted third party

collects sensitive data and computes M(f(x)) to share
with untrusted parties. In local-DP (Kasiviswanathan et al.,
2011), this model has been extended such that each user
sharesM(f(x)), and the service provider is untrusted. Our
threat model is a special case of local DP which we refer to
as single-instance sharing. In this setup, the client shares
every data instance separately with the service provider and
there is no aggregation or summary statistic involved. For
ex.– a user shares a face image to receive an age prediction
from the service provider. While our setup is similar to
item-level local DP, the answer to the query depends exactly
on a single input. We note that dH(x,x′) ≤ 1, ∀x,x′ ∈ χ,
whenever single-instance sharing is involved. Informally,
this notion of neighboring databases under the DP definition
would suggest that the outcome of two individuals should be
similar no matter how different their datum is. This privacy
definition could be too restrictive for our ML inference ap-
plication where the data instance necessarily needs a certain
degree of distinguishability to obtain utility from the service
provider. This observation is formalized in the impossibility
result of instance encoding (Carlini et al., 2020) for pri-
vate learning. To subside this fundamental conflict between
the privacy definition and our application, we look at the
definition of dχ-privacy (Chatzikokolakis et al., 2013) that
generalizes the DP definition to a general distance metric as
follows:

P(M(x) ∈ S) ≤ edχ(x,x′)P(M(x′) ∈ S), (1)

where dχ(x,x′) is a function that gives a level of indis-
tinguishability between two datasets x and x′. DP can
be viewed as a special case of dχ-privacy by keeping
dχ(x,x′) = ϵdH(x,x′). Choosing a different distance
metric allows controlling the type of information can be
disclosed.

2.1. Privacy as indistinguishability in a semantic
neighborhood

In order to formalize reconstruction privacy, we hypothe-
size that semantically similar points are close to each other
on a data manifold. Therefore, one way to prevent the re-
construction of x is by making it indistinguishable in its
neighborhood. The extent of reconstruction privacy would
therefore depend upon the radius of the neighborhood. We
formalize it by introducing a privacy parameter R that al-
lows a user to control how much reconstruction privacy they
want. This formulation leads two additional constraints - i) a
distance metric that models low dimensional manifold space
of data; ii) a privacy definition that incorporates the privacy
parameter R as well as the distance metric. We propose
to use manifold learning techniques (Brehmer & Cranmer,
2020; Horvat & Pfister, 2021) for the first constraint because
we do not have a closed form expression for the manifold
chart. We refer to the distance metric as dβθ (x,x

′), where
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Figure 1. Posthoc Privacy framework: We project a high dimensional data instance to a lower dimensional embedding. The goal of
the embedder is to measure a semantically relevant distance between different instances. The embedding is fed to the Obfuscator that
compresses similar inputs in a small volume. In traditional ARL, the obfuscated instance is shared with the untrusted service provider
without any formal privacy guarantee. In this work, by analyzing the stability of the obfuscator network, we perturb the obfuscated
instance to provide a formal privacy guarantee.

the parameter θ is learned to model the data manifold and
β is a standard norm such as ℓ1, ℓ2. Intuitively, we want
to compute distances in a space where semantically similar
data points are closer and semantically different data points
are farther apart. For high dimensional datasets that lie over
a low dimensional manifold (such as images), traditional dis-
tance metrics like ℓ1, ℓ2 norms do not capture the semantic
similarity. This idea has been used in perceptual similarity
for computer vision (Zhang et al., 2018) as well as mani-
fold and metric learning techniques (Brehmer & Cranmer,
2020; Horvat & Pfister, 2021; Kha Vu, 2021). We instantiate
dχ-privacy by keeping dχ(x,x′) = ϵdβθ (x,x

′) and define
a pair of points (x,x′) to be neighbors if dβθ (x,x

′) ≤ R.
Therefore, a mechanismM satisfies (ϵ, δ,R)-neighborhood
privacy, iff ∀x,x′ ∈ χ s.t. dβθ (x,x

′) ≤ R,

P(M(x) ∈ S) ≤ eϵd
β
θ (x,x

′)P(M(x′) ∈ S) + δ. (2)

The privacy parameter ϵ describes the extent of indistin-
guishability and the parameter R describes the neighbor-
hood in which we obtain this indistinguishability. We note
that dχ-privacy does not use the notion of a neighborhood
(dβθ (x,x

′) ≤ R) because the guarantee holds for any pos-
sible pair of x,x′ ∈ χ and smoothly decays with distance.
Finally, we slightly weaken the dχ-privacy instantiation by
keeping fixed levels of indistinguishability dβθ (x,x

′) ≤ R
and hence P(M(x) ∈ S) ≤ eϵRP(M(x′) ∈ S) + δ, there-
fore ϵ can be adjusted to obtain the following definition
which we refer to as (ϵ, δ,R)-semantic neighborhood pri-
vacy

P(M(x) ∈ S) ≤ eϵP(M(x′) ∈ S) + δ. (3)

Note that the above equation is exactly the same as ϵ, δ-DP
except for the definition of neighboring databases. In this
way, our privacy definition can be seen as a mix of DP and
dχ-prviacy. A key characteristic of Eq 2 is that points closer
to a given x than R enjoy higher indistinguishability while
in Eq 3 all points in the neighborhood of x get the same
level of indistinguishability.

3. Formally verifying Privacy
Setup: Our goal is to design a framework that can provide
a formal privacy guarantee for single data instance sharing
that is informally privatized using ARL. We accomplish this
goal through a three stage process. In the first stage, we
learn an embedder that can embed data to a lower dimen-
sion, where the distance between two points measures the
semantic similarity between them. In the second stage, we
learn an obfuscator and a classifier using ARL. In the third
stage, we share the embedding and the obfuscator model
with the users. The classifier is used by the service provider.

A typical ARL algorithm has three computational blocks
during the training stage: 1) obfuscator (f(·)) that generates
a (informally private) representation (z̃) of data, 2) proxy
adversary that reconstructs the data from the representation
produced by the obfuscator, and 3) classifier that performs
the given task using the obfuscated representation. The
classifier and proxy adversary are trained to minimize the
task loss and reconstruction loss, respectively. The obfus-
cator is trained to minimize the task loss and maximize the
reconstruction loss. This setup results in a min-max opti-
mization where the trade-off between task performance and
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reconstruction is controlled by a hyper-parameter α. Note
that some techniques (Oh et al., 2016; Osia et al., 2020;
Vepakomma et al., 2021) do not require a proxy adversary
but still learn an obfuscator model using other adversarial
regularization. We propose to use an embedder (g(θ, ·)) that
learns the data manifold using generative models such as
VAE (Kingma & Welling, 2013), GANs (Goodfellow et al.,
2014), Manifold flows (Brehmer & Cranmer, 2020) etc. The
key idea of using the embedder is to embed the original sam-
ple (x) to a lower dimensional space (z = g(x)) such that
the distance metric in z space captures semantic similarity
as shown in Fig 1 and motivated in Sec 2.1. Since z can be
inverted to x, it is fed to the obfuscator to get z̃ = f(z).

While the obfuscator is trained to trade-off between pri-
vacy and utility, due to the sophisticated nature of learning
algorithms and neural networks, it is not amenable to worst-
case formal privacy guarantees. We circumvent this issue
by extending the PTR framework (Dwork & Lei, 2009) to
guarantee privacy in a posthoc manner. Our framework ap-
plies the mechanism M such that the final released data
ẑ =M(x) has a privacy guarantee discussed in Eq 3. Our
mechanism starts with a proposal (∆p

LS) on the upper bound
of the local sensitivity of x and computes the maximum pos-
sible neighborhood such that the local Lipschitz constant of
the obfuscator network in the neighborhood is lesser than
the proposed bound. Next, we privately verify the correct-
ness of the proposed bound for the given data instance. We
do not release the data (denoted by⊥) if the proposed bound
is invalid. Otherwise, we perturb the data a noise distribu-
tion calibrated by the proposed bound. We describe M1

step by step in Algorithm 1. Next, we describe the privacy
guarantees for our framework.

Sensitivity and Lipschitz constant of a query f : χ→ Y
are essentially same in the dχ-privacy framework. Global
sensitivity of a query f(·) is the smallest value of ∆ (if it ex-
ists) such that ∀x,x′ ∈ χ, dY(f(x), f(x′)) ≤ ∆dχ(x,x′).
While global sensitivity is a measure over all possible
pairs of data in the data domain χ, local sensitivity (∆LS)
is defined with respect to a given dataset x such that
∀x′ ∈ χ, dY(f(x), f(x′)) ≤ ∆LS(x)dχ(x,x

′). We in-
tegrate the notion of semantic similarity in a neighborhood
(described in Sec 2) by defining the local sensitivity of
a neighborhood N (x,R) around x of radius R such that
N (x,R) = {x′|dχ(x,x′) ≤ R, ∀x′ ∈ χ}. Therefore, the
local sensitivity of query f on x in the R-neighborhood is
defined ∀x′ ∈ N (x,R) such that

dY(f(x), f(x
′)) ≤ ∆LS(x,R)dχ(x,x′). (4)

We note that if dχ is hamming distance and R is 1 then
this formulation is exactly same as local sensitivity in ϵ-
DP (Dwork et al., 2014). The equation above can be re-

written as:

∆LS(x,R) = sup
x′∈N (x,R)

dY(f(x), f(x
′))

dχ(x,x′)
. (5)

This formulation of local sensitivity is similar to the defi-
nition of the local Lipschitz constant. The local Lipschitz
constant L of f for a given open neighborhood N ⊆ χ is
defined as follows:

Lα,β(f,N ) = sup
x′,x′′∈N

||f(x′)− f(x′′)||α
||x′ − x′′||β

(x′ ̸= x′′)

(6)
We note that while the local sensitivity of x is described
around the neighborhood of x, the Lipschitz constant is
defined for every possible pair of points in a given neigh-
borhood. Therefore, in Lemma B.1 we show that the local
Lipschitz in the neighborhood of x is an upper bound on the
local sensitivity.

Lemma 3.1. For a given f and for dY ← ℓα and dχ ← ℓβ ,
∆LS(x) ≤ L(f,N (x,R)). Proof in supplementary.

Since local sensitivity is upper bounded by the Lipschitz
constant, evaluating the Lipschitz constant suffices as an
alternative to evaluating local sensitivity.
Lower bound on testing the validity of ∆p

LS: The PTR
algorithm (Dwork & Lei, 2009) suggests a proposal on
the upper bound (∆p

LS) of local sensitivity and then finds
the distance between the given dataset (x) and the closest
dataset for which the proposed upper bound is not valid. Let
γ(·) be a distance query and ∆LS(x) be the local sensitivity
defined as per the DP framework with respect to x such that

γ(x) = min
x′∈χ
{dH(x,x′) s.t. ∆LS(x

′) > ∆p
LS}. (7)

In our framework, the query γ(x,R) can be formulated in
the semantic neighborhood as follows:

γ(x,R) = min
x′∈χ
{dχ(x,x′) s.t. ∆LS(x

′,R) > ∆p
LS}.

(8)
We note that keeping dχ = dH and R = 1, makes the γ
query exactly same as defined in the eq 7. In our setup, com-
puting γ(·) is intractable due to local sensitivity estimation
required for every x′ ∈ χ (which depends upon a non-linear
neural network). We emphasize that this step is intractable
at two levels, first we require estimating local sensitivity of
a neural network query. Second, we require this local sen-
sitivity over all samples in the data domain. Therefore, we
make it tractable by computing a lower bound over γ(x,R)
by designing a function ϕ(·) s.t. ϕ(x,R) ≤ γ(x,R). Intu-
itively, ϕ(·) finds the largest possible neighborhood around
x such that the local Lipschitz constant of the neighborhood
is smaller than the proposed local sensitivity. Because the
subset of points around x whose neighborhood does not
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MNIST (ϵ = 0, 0.10), (ϵ =∞, 0.93) FMNIST (ϵ = 0, 0.10), (ϵ =∞, 0.781) UTKFace (ϵ = 0, 0.502), (ϵ =∞, 0.732)

Informal ϵ = 1 ϵ = 2 ϵ = 5 ϵ = 10 Informal ϵ = 1 ϵ = 2 ϵ = 5 ϵ = 10 Informal ϵ = 1 ϵ = 2 ϵ = 5 ϵ = 10

Encoder 0.93 0.428 0.673 0.883 0.921 0.779 0.228 0.355 0.605 0.722 0.724 0.617 0.673 0.717 0.721

ARL 0.917 0.329 0.532 0.792 0.882 0.747 0.214 0.319 0.557 0.685 0.71 0.605 0.649 0.691 0.707

C 0.926 0.443 0.684 0.881 0.917 0.781 0.158 0.225 0.422 0.608 0.73 0.623 0.673 0.718 0.724

N 0.923 0.279 0.496 0.816 0.902 0.559 0.136 0.177 0.310 0.462 0.725 0.614 0.667 0.708 0.715

ARL-C 0.896 0.424 0.648 0.839 0.883 0.761 0.196 0.314 0.537 0.682 0.709 0.632 0.684 0.70 0.705

ARL-N 0.88 0.118 0.139 0.21 0.325 0.717 0.294 0.467 0.657 0.705 0.71 0.628 0.674 0.701 0.708

C-N 0.929 0.353 0.574 0.844 0.913 0.774 0.161 0.224 0.411 0.599 0.727 0.616 0.671 0.712 0.722

ARL-C-N 0.921 0.514 0.751 0.891 0.912 0.706 0.371 0.554 0.678 0.695 0.712 0.650 0.690 0.700 0.700

Table 1. Performance comparison for different baselines: We compare different combinations of ARL, Contrastive(C), and Noise
regularizers with different values of the privacy parameter ϵ.

violate ∆p
LS is half of the size of the original neighborhood

in the worst case, we return half of the size of neighborhood
as the output. We describe its computation in Algorithm
1(Section A). More formally,

ϕ(x,R) =
1

2
· argmax

R′≥R
{L(f,N (x,R′)) ≤ ∆p

LS}

If there is no solution to the equation above, then we return
0.

Lemma 3.2. ϕ(x,R) ≤ γ(x,R). Proof in supplementary.

Privately testing the lower bound: The next step in the
PTR algorithm requires testing if γ(x) ≤ ln( 1δ )/ϵ. If the
condition is true, then no-answer (⊥) is released instead of
data. Since the γ query depends upon x, PTR privatizes it by
applying laplace mechanism, i.e. γ̂(x) = γ(x) + Lap(1/ϵ).
The query has a sensitivity of 1 since the γ could differ
at most by 1 for any two neighboring databases. We refer
the reader to Vadhan (2017) and Dwork & Lei (2009) for a
detailed discussion on PTR. In our framework, we compute
ϕ(x,R) to lower bound the value of γ(x,R). Therefore, we
need to privatize the ϕ query. For general distance metrics
in dχ-privacy, the global sensitivity of the ϕ(x) query is 1.

Lemma 3.3. The query ϕ(·) has a global sensitivity of 1,
i.e. ∀x,x′ ∈ χ, dabs(ϕ(x,R), ϕ(x′,R)) ≤ dχ(x,x′). Proof
in supplementary.

After computing ϕ(x,R), we add noise sampled from a
laplace distribution, i.e. ϕ̂(x,R) = ϕ(x,R) + Lap(R/ϵ).
Next, we check if ϕ̂(x,R) ≤ ln( 1δ ) ·R/ϵ, then we release ⊥,
otherwise we release ẑ = f(g(x)) + Lap(∆p

LS/ϵ). Next,
we prove that the mechanismM1 described above satisfies
semantic neighborhood-privacy.

Theorem 3.4. Mechanism M1 satisfies uniform
(2ϵ, δ/2,R)-semantic neighborhood privacy Eq. 3,
i.e. ∀x,x′ ∈ χ, s.t. dχ(x,x′) ≤ R

P(M(x) ∈ S) ≤ e2ϵP(M(x′) ∈ S) +
δ

2
(9)

Proof in supplementary. To summarize, we designed the
posthoc privacy framework that extends the PTR framework
by making it tractable to get (ϵ, δ,R)-semantic neighbor-
hood privacy. The tractablility is obtained using local Lips-
chitz constant as an upper bound on the local sensitivity. The
local Lipschitz constant of the neural network based obfus-
cator is estimated using mixed-integer programming based
optimization developed by Jordan & Dimakis (2020), and
we refer the reader to their paper for the proof of correctness
of the Lipschitz constant estimator.

4. Experiments
Experimental Setup: We use MNIST (LeCun, 1998),
FMNIST (Xiao et al., 2017) and UTKFace (Zhang & Qi,
2017) dataset for all experiments. All of them contain sam-
ples with extremely high ambient dimensions (MNIST-784,
FMNIST-784 and UTKFace-4096). We use a deep CNN
based β-VAE (Higgins et al., 2016) for the embedder. We
use LipMip (Jordan & Dimakis, 2020) for computing Lips-
chitz constant over ℓ∞ norm in the input space and ℓ1 norm
in the output space. For ARL, we use the proxy-adversary
based min-max optimization used by several ARL tech-
niques (Xiao et al., 2020; Singh et al., 2021; Liu et al., 2019;
Li et al., 2021) and adversarial contrastive learning (Osia
et al., 2020) which we denote as C. We use noisy regulariza-
tion (denoted by N) to improve classifier performance. We
refer the reader to our supplementary material for a detailed
experimental setup, codebase and hyper-parameters.
Privacy-Utility Trade-off: We compare test set accuracy on
three datasets for different values of epsilon in Table 1. Our
results indicate that ARL complemented with contrastive
and noise regularization helps in attaining the best perfor-
mance among all possible combinations. We note that the
SoTA performance on all three datasets is higher than our
experimental setup because of the usage of embedder that
can be further improved to yield higher accuracy.
Computational tractability: Our framework relies upon
the exact computation of Lipschitz constant of ReLU net-
works (obfuscator in our case) that has been shown to be
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Figure 2. Local sensitivity comparison for different values of α: The five bars for each α represent different neighborhood radii. As the
value of α increases, the value of local Lipschitz constant (upper bound on local sensitivity) decreases indicating lesser amount of noise
required to be added in order to achieve same level of privacy.
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Figure 3. Runtime evaluation of local lipschitz computation for different (a) neighborhood radius, (b) input dimensions, and (c) number
of layers. While the runtime increases exponentially with dimensions, it plateaus with increase in neighborhood radius. Since the input
dimensions are same as embedding dimensions making the algorithm favorable to our analysis.

a NP-hard problem (Jordan & Dimakis, 2020). Therefore,
we compare computation time of lipschitz constant of ob-
fuscator across three aspects relevant to our setup - i) Di-
mensionality of the input, ii) Size of the neighborhood, and
iii) Number of layers in the deep network. Figure 3 shows
performance evaluation for these aspects. While the running
time quickly grows with exponential time, we emphasize
that the obfuscator network requires only small number of
dimensions due to its input residing on embedding space.
Results demonstrate that not only the framework is com-
putationally tractable but it can be executed at a real-time
speed for our inference use-case.
What role does ARL play in achieving privacy? In this ex-
periment, we assess the contribution of adversarial training
in improving privacy-utility trade-off. We train obfuscator
models with different values of α (weighing factor) for ad-
versarial training. Our results in Fig 2 indicate that higher
weighing of adversarial regularization reduces the local lip-
schitz constant, hence reducing the local sensitivity of the
neural network. Furthermore, for extremely high values
of α, the change in local lipschitz constant reduces signif-
icantly for different size (R) of the neighborhood. These

two observations can potentially explain that ARL improves
reconstruction privacy by reducing the sensitivity of the ob-
fuscator. However, as we observe in Table 1, the classifier
can reduce its utility if ARL is not complemented with noisy
and contrastive regularization.

5. Conclusion
In this work we bridged empirical works in private ML in-
ference and formal privacy frameworks. We accomplished
this by introducing a privacy definition applicable to ML in-
ference and extending the propose-test-release (PTR) frame-
work to our proposed privacy definition. We utilized existing
works in Lipschitz constant estimation of neural networks
to make our extended PTR framework tractable. Finally,
we presented experimental analyses to demonstrate the ef-
fectiveness of the proposed system. Our empirical results
demonstrated relationship between the adversarial regular-
ization and local Lipschitz constant of a neural network
which could be of separate interest beyond the scope of
this paper. The usage of our Lipschitz constant estimators
of neural networks to guarantee privacy could be relevant
beyond ARL use-case considered in this paper.
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on the upper bound of the local sensitivity of x and computes the maximum possible neighborhood163

such that the local Lipschitz constant of the obfuscator network in the neighborhood is lesser than164

the proposed bound. Next, we privately verify the correctness of the proposed bound for the given165

data instance. We do not release the data (releasing is denoted by ?) if the proposed bound is invalid.166

Otherwise, we perturb the data a noise distribution calibrated by the proposed bound. We describe167

M1 step by step in Algorithm 1. Next, we describe the privacy guarantees for our framework.168

Algorithm 1: Extended PTR algorithm for (✏, �,R)-semantic neighborhood privacy
Data: x 2 �
Inputs: ✏ 2 R+, � 2 R+,R 2 R+,�p

LS
2 R+

Init: ⇣ 2 R+ ; /* For numerical stability, typically very small */
Init: Rmin = R,Rmax 2 R+

while Rmax > Rmin + ⇣ do
Rmid = (Rmin + Rmax)/2;
r = L(f,N (x,R)) ; /* Compute local Lipschitz constant */
if r < �p

LS
then Rmin = Rmid; else Rmax = Rmid; end

end
r̂ = Rmin

2 ;
R̂ r̂ + Lap(1/✏);
if R̂ < ln(1/�)/✏ then return ?; else return f(z) + Lap(�p

LS
/✏); end

Sensitivity and Lipschitz constant of a query f : � ! Y are essentially same in the d�-privacy169

framework. Global sensitivity of a query f(·) is the smallest value of � (if it exists) such that170

8x,x0 2 �, dY(f(x), f(x0))  �d�(x,x0). While global sensitivity is a measure over all possible171

pairs of data in the data domain �, local sensitivity (�LS) is defined with respect to a given dataset172

x such that 8x0 2 �, dY(f(x), f(x0))  �LS(x)d�(x,x0). We integrate the notion of semantic173

similarity in a neighborhood (described in Sec 2) by defining the local sensitivity of a neighborhood174

N (x,R) around x of radius R such that N (x,R) = {x0|d�(x,x0)  R, 8x0 2 �}. Therefore, the175

local sensitivity of query f on x in the R-neighborhood is defined 8x0 2 N (x,R) such that176

dY(f(x), f(x
0))  �LS(x,R)d�(x,x0). (4)

We note that if d� is hamming distance and R is 1 then this formulation is exactly same as local177

sensitivity in ✏-DP [14]. The equation above can be re-written as:178

�LS(x,R) = sup
x02N (x,R)

dY(f(x), f(x0))

d�(x,x0)
. (5)

This formulation of local sensitivity is similar to the definition of the local Lipschitz constant. The179

local Lipschitz constant L of f for a given open neighborhood N ✓ � is defined as follows:180

L↵,�(f,N ) = sup
x0,x002N

||f(x0)� f(x00)||↵
||x0 � x00||�

(x0 6= x00) (6)

We note that while the local sensitivity of x is described around the neighborhood of x, the Lipschitz181

constant is defined for every possible pair of points in a given neighborhood. Therefore, in Lemma 3.1182

we show that the local Lipschitz in the neighborhood of x is an upper bound on the local sensitivity.183

Lemma 3.1 For a given f and for dY  `↵ and d�  `� , �LS(x)  L(f,N (x,R)). Proof in184

supplementary.185

Since local sensitivity is upper bounded by the Lipschitz constant, evaluating the Lipschitz constant186

suffices as an alternative to evaluating local sensitivity.187

Lower bound on testing the validity of �p

LS
: The PTR algorithm [13] suggests a proposal on the188

upper bound (�p

LS
) of local sensitivity and then finds the distance between the given dataset (x) and189

the closest dataset for which the proposed upper bound is not valid. Let �(·) be a distance query and190

�LS(x) be the local sensitivity defined as per the DP framework with respect to x such that191

�(x) = min
x02�

{dH(x,x0) s.t. �LS(x
0) > �p

LS
}. (7)

5

A. Related Work
ARL techniques aim to learn a task-oriented privacy preserving encoding of data. Majority of the works in this area either
protect against sensitive attribute leakage (Hamm, 2017; Roy & Boddeti, 2019; Bertran et al., 2019; Li et al., 2018) or
input reconstruction (Samragh et al., 2021; Singh et al., 2021; Mireshghallah et al., 2021; Li et al., 2021; Liu et al., 2019).
These techniques usually evaluate their privacy using empirical attacks since the mechanism is learned using gradient based
min-max optimization making it infeasible for the worst-case privacy analysis. The goal of our work is to make them
amenable to formal privacy analysis. While theoretical analyses (Zhao et al., 2020a;b; Sadeghi & Boddeti, 2021) of ARL
objectives have identified fundamental trade-offs between utility and attribute leakage, they are difficult to formalize as a
worst-case privacy guarantee especially for deep neural networks.

Privacy definitions that extend the DP definition to incorporate some of its limitations (Kifer & Machanavajjhala, 2011)
include dχ-Privacy (Chatzikokolakis et al., 2013), and Pufferfish (Kifer & Machanavajjhala, 2014). Our privacy definition
is a specific instantiation of the dχ-Privacy (Chatzikokolakis et al., 2013) framework that extends DP to general metric
spaces. Our instantiation is focused on reconstruction privacy for individual samples instead of membership inference
attacks (Dwork et al., 2017). Existing works in DP for reconstruction attacks (Bhowmick et al., 2018; Stock et al., 2022)
focus on the privacy of training data.

Lipschitz constant estimation for neural networks has been used to guarantee network’s stability to perturbations. Existing
works either provide an upper bound (Weng et al., 2018; Latorre et al., 2020; Fazlyab et al., 2019), exact Lipschitz
constant (Jordan & Dimakis, 2020; 2021) or Lipschitz constant regularization (Scaman & Virmaux, 2018; Huang et al.,
2021) during the training stage. Some existing works have explored the relationship between adversarial robustness and DP
model training (Phan et al., 2020; Pinot et al., 2019; Tursynbek et al., 2020). We utilize similar ideas of perturbation stability
but for privacy. Shavit and Gjura (Shavit & Gjura, 2019) use Lipschitz neural networks (Gouk et al., 2018) to learn a private
mechanism design for summary statistics such as median, however their mechanism design lack privacy guarantee.

Posthoc approach to privacy applies privacy preserving mechanism in a data dependent manner. Smooth sensitivity (Nissim
et al., 2007) and PTR (Dwork & Lei, 2009) reduce the noise magnitude since local sensitivity is only equal to global
sensitivity in the worst case. Privacy odometer (Rogers et al., 2016), Ex-post privacy loss (Ligett et al., 2017) and Rényi
privacy filter (Feldman & Zrnic, 2021) track privacy loss as the query is applied over data. Our works builds upon the PTR
framework in order to give high privacy for less sensitive data. However, as we show in Sec 3, our framework reformulates
the PTR algorithm to make it tractable under our setup.

B. Proofs
Lemma B.1. For a given f and for dY ← ℓα and dχ ← ℓβ , ∆LS(x,R) ≤ L(f,N (x,R)).
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Original Image Original ImageOriginal Image

Figure 4. Neighborhood for different image datasets. The center image (in translucent red) is the reconstruction of the original image with
nearby images sampled from the embedding space.

Proof. Local sensitivity (∆LS) for a sample x in a radius R for a query f is defined as:

∆LS(x,R) = sup
x′∈N (x,R)

dY(f(x), f(x
′))

dχ(x,x′)

Local Lipschitz constant (L) for a function f and a neighborhood N is defined as:

Lα,β(f,N ) = sup
x′,x′′∈N

||f(x′)− f(x′′)||α
||x′ − x′′||β

(x′ ̸= x′′)

If L is defined around neighborhood N (x,R) then the set over which local sensitivity is computed is a subset of the set over
which local Lipschitz constant is estimated. Intuitively, local Lipschitz condition is for all possible pair of samples in the
neighborhood while local sensitivity is for all samples with respect to the given sample. Since both conditions require a
suprememum over the set, ∆LS(x,R) ≤ L(f,N (x,R)).

Lemma B.2. Algorithm ϕ gives a lower bound on the query γ. That is, ϕ(x,R) ≤ γ(x,R).

Proof. The γ query is defined as -

γ(x,R) = min
x′∈χ
{dχ(x,x′) s.t. ∆LS(x

′,R) > ∆p
LS}. (10)

The ϕ query is defined as -

ϕ(x,R) =
1

2
· argmax

R′≥R
{L(f,N (x,R′)) ≤ ∆p

LS} (11)

For any given sample x and privacy parameters (R,∆p
LS) such that s = ϕ(x,R), we know that ∀x′ ∈ N (x, s)

N (x′, s) ⊂ N (x, 2s)

=⇒ L(f,N (x′, s)) ≤ L(f,N (x, 2s))

Based on eq 10, we know that L(f,N (x, 2s)) ≤ ∆p
LS and hence ∀x′ ∈ N (x, s),

L(f,N (x′, s)) ≤ ∆p
LS

Therefore, ∆LS(x
′,R) ≤ ∆p

LS and hence,
s ≤ γ(x)

For the cases when there is not any feasible solution, ϕ returns 0 which is exactly the same answer for γ query. This
completes the proof.

Lemma B.3. The query ϕ(·) has a global sensitivity of 1, i.e. dabs(ϕ(x,R), ϕ(x′,R)) ≤ dχ(x,x′)
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Proof. We will prove the above argument through a contradiction. We will prove that for a fixed radius R and any arbitrary
point x ∈ χ, the neighborhood spanned by ϕ(x,R) can not be a proper superset for any neighborhood spanned by any
other point ϕ(x′,R). More formally, we will prove, ∀x,x′ ∈ χ, N (x, ϕ(x,R)) ̸⊂ N (x′, ϕ(x′,R)) and N (x′, ϕ(x′,R)) ̸⊂
N (x, ϕ(x,R)). Once proven, this argument allows us to specify the distance between x and x′ with respect to ϕ(x,R) and
ϕ(x′,R).
Since the function ϕ(x,R) returns the maximum possible value such that

L(f,N (x, ϕ(x,R))) ≤ ∆p
LS

Therefore, for any ζ > 0
L(f,N (x, ϕ(x,R) + ζ)) > ∆p

LS (12)

For contradiction, we assume that ∃x,x′ ∈ χ s.t. N (x, ϕ(x,R)) ⊂ N (x′, ϕ(x′,R))

=⇒ ∃ η > 0 s.t. N (x, ϕ(x,R) + η) ⊆ N (x′, ϕ(x′,R)) (13)
=⇒ L(N (x, ϕ(x,R) + η)) ≤ ∆p

LS (14)

This leads to a contradiction between eq 12 and eq 14. Therefore, ∀x,x′ ∈ χ,

ϕ(x,R) ≤ ϕ(x′,R) + dχ(x,x′)

Using symmetry argument, we can show that

dabs(ϕ(x,R), ϕ(x′,R)) ≤ dχ(x,x′)

This completes the proof.

Theorem B.4. Mechanism M1 satisfies uniform (2ϵ, δ/2,R)-semantic neighborhood privacy Eq. 3, i.e. ∀x,x′ ∈
χ, s.t. dχ(x,x′) ≤ R

P(M(x) ∈ S) ≤ e2ϵP(M(x′) ∈ S) +
δ

2
(15)

Proof. Sketch: Our proof is similar to the proof for the PTR framework (Dwork et al., 2014) except the peculiarity introduced
due to our metric space formulation. First, we show that not releasing the answer (⊥) satisfies the privacy definition. Next,
we divide the proof into two parts, when the proposed bound is incorrect (i.e. ∆LS(x,R) > ∆p

LS) and when it is correct.
Let R̂ be the output of query ϕ.

P[ϕ̂(x,R) = R̂]

P[ϕ̂(x′,R) = R̂]
=

exp(−( |ϕ(x,R)−R̂|
R · ϵ))

exp(−( |ϕ(x
′,R)−R̂|
R · ϵ))

≤ exp(|ϕ(x′,R)− ϕ(x,R)| · ϵ
R
) ≤ exp(dχ(x,x′) · ϵ

R
) ≤ exp(ϵ)

Therefore, using the post-processing property - P[M(x) = ⊥] ≤ eϵP[M(x′) = ⊥]. Here, the first inequality is due to
triangle inequality, the second one is due to Lemma 3.3 and the third inequality follows from dχ(x,x′) ≤ R. Note that when
∆LS(x,R) > ∆p

LS , ϕ(x,R) = 0. Therefore, the probability for the test to release the answer in this case is

P[M(x) ̸= ⊥] = P[ϕ(x,R) + Lap(
R
ϵ
) > log(

1

δ
) · R

ϵ
]

= P[Lap(
R
ϵ
) > log(

1

δ
) · R

ϵ
]

Based on the CDF of Laplace distribution, P[M(x) ̸= ⊥] = δ
2 . Therefore, if ∆LS(x,R) > ∆p

LS , for any S ⊆ Rd ∪ ⊥ in
the output space ofM

P[M(x) ∈ S] = P[M(x) ∈ S ∩ {⊥}] + P[M(x) ∈ S ∩ {Rd}]
≤ eϵP[M(x′) ∈ S ∩ {⊥}] + P[M(x) ̸= ⊥]

≤ eϵP[M(x′) ∈ S] +
δ

2

If ∆LS(x,R) ≤ ∆p
LS then the mechanism is a composition of two (ϵ, δ,R)-semantic neighborhood private algorithm where

the first algorithm (ϕ(x,R)) is (ϵ, δ/2,R)-semantic neighborhood private and the second algorithm is (ϵ, 0,R)-private. Using
composition, the algorithm is (2ϵ, δ/2,R)-semantic neighborhood private.
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C. Discussion
How to select privacy parameter R? One of the key difference between (ϵ, δ,R)-neighborhood privacy and (ϵ, δ)-DP is
the additional parameter R. The choice of R depends upon the neighborhood in which a user wishes to get an ϵ level of
indistinguishability. To assess the level of indistinguishability, we look at Fig 4 where we project the original images into
embedding space and sample points from the boundary of neighborhoods of different R. We observe that as the boundary of
the neighborhood increases, the images become perceptually different from the original image. For extremely large radii,
the images change significantly enough that their corresponding label may change too. Such visualization can be used to
semantically understand different values of R.
How to propose ∆p

LS? Our framework requires a proposal on the upper bound of local sensitivity in a private manner. One
possible way to obtain ∆p

LS is by using the Lipschitz constant of training data samples used in training the obfuscator. Fig 2
shows that for higher values of α, the variability in the local Lipschitz constant decreases indicating the validity of the bound
would hold for a large number of samples. We emphasize that privacy parameters should be chosen independently of the
private data otherwise the guarantees do not hold.
Limitations: i) The distance metric (dβθ (x,x

′)) is currently learned from data and could lead to irrelevant privacy guarantees
if semantically similar points are farther apart in the embedding space. We believe this limitation could be addressed by
understanding the convergence of these learned distance metrics. ii) Since we utilize the PTR framework, outlier samples
may not get released due to high sensitivity, this is expected since these outlier samples are likely to be misclassified anyway.
iii) Lipschitz constant computation is limited to ReLU networks, therefore more sophisticated obfuscators based upon
transformers, RNNs, etc. are currently not compatible with our proposed framework.

D. Experimental Details
Our experimental setup operates in three stages - i) Embedder training, ii) Obfuscator training, and
iii) Private inference. Our codebase is available https://drive.google.com/drive/folders/
1DpHhS9u-Mpp3TVmTYiue7BKKUshyKw2w?usp=sharing here for reproducability. For all our setups we
use PyTorch (Paszke et al., 2019) with Nvidia-GeForce GTX TITAN GPU. We use β-VAE with β = 5 for all experiments.
Embedder Training: We use embedding dimension as 8 for MNIST and FMNIST dataset. For the UTKFace dataset, we
use embedding size as 10. We use Adam optimizer (Kingma & Ba, 2014) with a constant learning rate of 0.001. The VAE
architecture for MNIST and FMNIST dataset is composed of three fully connected layers with non-linear activations and
dropout.

Obfuscator Training: For ARL, we use α = 0.99, for noisy regularization, we use σ = 0.01 and for contrastive regulariza-
tion, we use λ = 1.0 with a margin of 25. All of these regularizations are trained jointly using Adam optimizer (Kingma &
Ba, 2014).

Private Inference: In the this stage we use LipMip (Jordan & Dimakis, 2020) which is built upon Gurobi Optimizer (Gurobi
Optimization, LLC, 2022) for solving the Mixed-Integer programming formulation of local lipschitz constant estimation.
For the metrics, we use dχ as infinity norm and dY as ℓ1-norm. For the privacy parameters, we use δ = 0.05 and R = 0.5
for MNIST, R = 0.2 for FMNIST and R = 0.1 for UTKFace. The choice of different R was based on visualizing samples
from the training set and evaluating how far similar looking samples lie in the embedding space.

https://drive.google.com/drive/folders/1DpHhS9u-Mpp3TVmTYiue7BKKUshyKw2w?usp=sharing
https://drive.google.com/drive/folders/1DpHhS9u-Mpp3TVmTYiue7BKKUshyKw2w?usp=sharing

