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ABSTRACT

Secure aggregation is a popular protocol for privacy-aware model aggregation in
federated learning. However, due to its large communication overhead, users with
scarce wireless resources are unable to participate in the protocol as much as users
with better wireless conditions, which can lead to significant bias against users
from underserved communities. Towards addressing this challenge, in this work
we propose a communication-efficient gradient sparsification technique for secure
aggregation, where the server learns the aggregate of sparsified local gradients from
a large number of users, without having access to the individual local gradients.
Through large-scale distributed experiments with up to 100 users, we demonstrate
significant reduction in both the communication overhead and the wall clock
training time, compared to conventional secure aggregation.

1 INTRODUCTION

Federated learning is a distributed training framework to train machine learning models over the data
stored at a large number of devices (users) (McMahan et al., 2017). Training is carried out in an
iterative manner governed by a central server, who holds a global model. At each iteration, the server
sends the current state of the global model to the users, who then update the global model through
local training, generating a local model. The local models are sent from the users to the server, who
then aggregates (sums) the local models to update the global model.

Due to its on-device learning architecture, federated learning is widely used in a variety of privacy-
sensitive applications (Yang et al., 2019; Xu et al., 2021; Chen et al., 2020). However, the local
models can still reveal privacy-sensitive information about the training data by incorporating model
inversion techniques (Fredrikson et al., 2015; Nasr et al., 2019; Zhu & Han, 2020). Secure aggregation
protocols have emerged as a countermeasure against such privacy threats, by enabling the server to
aggregate the local models of the users, without observing the local models in the clear (Bonawitz
et al., 2017; Zhao & Sun, 2021; Bell et al., 2020). In this protocol, a random mask is generated upon
agreement between each pair of users, which is used to hide the actual contents of the local models
before sharing them with the server.

A major challenge of secure aggregation protocols is the large communication overhead, limiting
the participation of users from resource-constrained wireless environments, especially users from
developing countries (Ahmad et al., 2016; Munir et al., 2021). Towards addressing this challenge, this
work proposes a novel gradient sparsification technique for secure aggregation, SparseSecAgg,
which requires only a small fraction of the local models from each user, and aggregates them without
revealing their true values. Although gradient sparsification has been incorporated with conventional
(non-private) learning in various notable works, (Aji & Heafield, 2017; Lin et al., 2017; Jiang &
Agrawal, 2018; Stich et al., 2018; Wangni et al., 2017), it cannot be applied to secure aggregation
due to its underlying cryptographic architecture. To the best of our knowledge, SparseSecAgg is
the first gradient sparsification protocol compatible with the underlying cryptographic primitives of
secure aggregation. We perform extensive experiments for image classification in a network of up to
100 users, and observe that SparseSecAgg significantly reduces the per-iteration communication
volume compared to conventional secure aggregation. We demonstrate significant reduction in both
the communication overhead and the overall (wall-clock) training time.
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2 PROBLEM FORMULATION

Federated Learning. We consider cross-device federated learning with a central server and N users,
where user ¢ has a local dataset D; (McMahan et al., 2017). The goal is to train a model w € R4
of size d, to minimize a global loss function F'(w) = >,y BiFi(W), where F; is the local loss

function of user 7 and 3; = > D]

S is a weight parameter. At each training round, users receive
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the current state of the global model w(®) from the server, and train a local model wz@ (initialized as
Wgt) + w®) via E local SGD steps w'") Wgt) —nWVF, (W(t)) where 77(*) is the learning rate.

User ¢ then sends the local model wz(t), or the model difference ygt) =w — Wl(t)

Finally, the server aggregates the local updates to update the global model,
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to the server.

Secure aggregation. Secure aggregation (SecAgqg) protocol leverages secure multi-party computa-
tion principles for model aggregation in (1) without revealing the local models in the clear (Bonawitz
etal., 2017). Each pair of users 7, j agree on a pairwise random mask 7;; (unknown to others) using a
cryptographic key agreement protocol. Then, each user sends a masked version of its local model,
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to the server. The pairwise masks hide the contents of the local models from the server (in an

information-theoretic sense). On the other hand, when the server aggregates the masked models, the
(t) (t)

pairwise masks r;;° cancel out, and the server learns the aggregate of true local models > ey Wi -

The communication overhead of sending large local models poses a major limitation for resource-
constrained users. Gradient sparsification is a popular approach to address this challenge in (non-
private) federated learning (Aji & Heafield, 2017; Jiang & Agrawal, 2018; Stich et al., 2018; Wangni
et al., 2017). The most common techniques are rand-K and top-K sparsification, where each user
sends only K < d gradient parameters to the server, selected randomly (rand-K') or with respect to
their magnitude (top-K). On the other hand, the locations of the K parameters often vary from one
user to another, hence these techniques cannot be applied to secure aggregation, as the random masks
in (1) will not cancel out upon aggregation. Our goal is to address this challenge, by developing a
gradient sparsification framework for secure-aggregation, where the server learns the aggregate of
sparsified local gradients from a large number of users, but without learning the local parameters.

Threat Model. Similar to conventional secure aggregation works, our focus is on an honest-but-
curious adversary model, where adversarial parties follow the protocol truthfully, but try to extract the
local data samples from the information exchanged during training. Out of N users, upto A < yN
users are adversarial for some v € (0,0.5), who may collude with each other and/or the server.

Key performance metrics. We evaluate the performance of SparseSecAgg according to the
following key performance metrics: 1) Aggregation cardinality: The aggregation cardinality, T',
quantifies the number of honest users participating at any given location of the global model. In the
context of secure aggregation, a larger T" provides better obfuscation. 2) Compression ratio: The
compression ratio « € (0, 1] is defined as the fraction of the entire gradient vector each user sends to
the server (a smaller o reduces the communication overhead).

3 THE SPARSESECAGG FRAMEWORK

Generation of Pairwise additive masks. SparseSecAgg uses additive masks to hide the
true value of the local model updates from the server during aggregation. Towards that end, each
pair of users ¢,j € [N] agree on a pairwise random seed s;; via leveraging Diffie-Hellman key
exchange protocol (Diffie & Hellman, 1976). Users 7, j then expand the random seed s;; using a
PRG (pseudorandom number generator), to a vector r;; = PRG(s;;) € ]Fg, where each element is
generated uniformly at random from a finite field IF; of integers modulo a prime g.

Generation of Pairwise binary masks. To determine the sparsification pattern, each pair of users
i,j € [IN] agree on a random binary vector b;; € {0,1}¢, where each element ¢ € [d] is drawn
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Figure 1: The SparseSecAgg framework.

from an IID Bernoulli distribution with success probability *5 for a € (0, 1], which represents

the compression ratio. To generate the binary vectors, firstly, another instantiation of the process
described above for additive mask generation is carried out, where a vector of size d is generated
uniformly at random from IF,. Then, the domain of the PRG is divided into two intervals, where the
size of the intervals are proportional to *5 and 1 — >+, respectively. The numbers in the first
interval are mapped to 1 whereas the others are mapped to 0. By doing so, each pair of users i, j agree
onb;; =bj; € {0, 1}4. These masks denote the coordinates of the parameters which are selected by
the users to be sent to the server, and ensure that the additive masks cancel out upon aggregation.

Sparsified Quantized Gradient Construction. User ¢ € [IN] scales and quantizes their local gradient
y; via stochastic quantization, and computes the scaled quantized gradient y;. User 7 then forms a
sparsified masked gradient x;, where,
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for ¢ € [d]. Specifically, for each non-zero element b;; (), user ¢ subtracts r;;(¢) from its quantized
gradient y,;(¢) if ¢ > j, and adds it if ¢ < j, which ensures cancellation of pairwise additive masks
upon aggregation at the server. Next, we define a set U{; that contains the coordinates of the gradient
parameters selected by user 4. User ¢ then sends all x;(¢) for £ € U;, along with U; to the server.
This process results in only ad gradient parameters being shared with the server on average, which
substantially improves the per-round communication efficiency as we demonstrate in our experiments.
Moreover, communicating sparse updates has the added benefit of being more resilient against model
inversion attacks (Sun et al., 2021; Zhao et al., 2020).

Secure Aggregation of Sparsified Gradients. The server aggregates (sums) the sparsified masked
gradients x; received from the surviving users. Upon aggregation, the pairwise additive masks r;;
cancel out from the sum ), x;, allowing the server to learn the sum of the true sparsified gradients
>, ¥:» without observing the true content of each gradient. Handling of dropout users is carried out
as in standard secure aggregation (Bonawitz et al., 2017). The sum of the quantized gradients, y ()
are then de-quantized from the finite field to the real domain to update the global model, which is
then sent to the users for the next round. The SparseSecAgg framework is illustrated in Fig. 1.

4 EXPERIMENTS

We consider image classification tasks on CIFAR-10 (Krizhevsky & Hinton, 2009) and MNIST (Le-
Cun et al., 2010) datasets, with the CNN architectures from McMahan et al. (2017). We consider both
IID and non-IID data distributions for the users from McMahan et al. (2017) for N = 25, 50, 75, 100.
The compression ratios are o = 0.1, 0.2, and the dropout rate is set to = 0.3. We run all experi-
ments on Amazon EC2 m4.large machine instances. The bandwidth of the users are set to 100 Mbps
to emulate bandwidth-limited mobile environments. We use mini-batch gradient descent with batch
size 28, momentum 0.5 and learning rate 0.01. We set the number of local training epochs (E) to 5.

In Fig. 2(a), we demonstrate the convergence behavior of SparseSecAgg with a = 0.1 versus the
conventional secure aggregation protocol from Bonawitz et al. (2017) (termed SecAgqg). In Fig.s
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Figure 2: Performance comparisons on the CIFAR-10 dataset distributed IID across users, with the
CNN architecture from Bonawitz et al. (2017) for a target accuracy 53%.
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Figure 3: Results on the MNIST dataset distributed IID across users, with the target test accuracy set
to 97% (a, b) and aggregation cardinality of SparseSecAgg (c).
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Figure 4: Results on the MNIST dataset distributed non-IID across users (with target accuracy 94%).

2(b), 3(a), and 4(a), we demonstrate the total communication overhead to reach a target accuracy
for SparseSecAgqg and SecAgg. We observe that for CIFAR-10, SparseSecAgg reduces the
communication overhead by up to 7.8 x. In addition, SparseSecAgg also speeds up the wall-clock
training time by up to 1.13X compared to SecAgg, as demonstrated in Fig. 2(c). We also note
that per-round communication overhead is reduced by around 8x for o = 0.1. In Fig. 3(c), we
fix N = 100, v = 0.3 and show the linear trade-off between aggregation cardinality (T) and the
compression ratio («) for various dropout rates.

5 CONCLUSION

We propose a sparsified secure aggregation framework, SparseSecAqgg, for federated learning
under scarce wireless resources. SparseSecAgg enables aggregation of sparsified gradients from a
large number of users, without revealing them in the clear. Our experiments demonstrate a significant
improvement in the communication overhead and wall-clock training time.
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